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openSUSE Leap — 3T0 cBOOOAHAaA omneparoHHasA cucTeMa Ha 6ase Linux
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[lpuMeuanusa K BHIIYCKy IIOCTOSHHO JopabaTeiBaloTcA. UYTOOB y3HATh O MOCJIEOHUX
OOHOBJIEHUAX, IIOCMOTPHUTE OHJIAWH-BEpCHUI0 10 afgpecy https://doc.opensuse.org/release-
notes /. AHIJIMHCKMIA TEeKCT IIpUMEYaHWI K BBINYCKY OOHOBJAETCA cpady IO Mepe

HeOGXOI[I/IMOCTI/I. HepeBOI[HbIe BE€pCHUH MOI'yT 3ama3bIBaTh.

Eciu BBl OoOHOBJIsieTech ¢ 6GoJjiee cTapoil Bepcuu 70 3Toro Bbeillycka openSUSE Leap, cwm.

npeApAylivie IpUMeYaHus 34ech: https://en.opensuse.org/openSUSE:Release_Notes 7.
HWudopmarlua o npoekTe OOCTYIHA IO agpecy https://www.opensuse.orga.

Hna coobmieHuii 06 ommbKax B 3TOM BbImycke ucnosib3yite openSUSE Bugzilla. Bosbie

CcBeJleHUI MOXHO HalTH MO afapecy https://en.opensuse.org/Submitting_Bug_Reports 4.

Major new features of openSUSE Leap 15.3 are also listed at https://en.opensuse.org/

Features_15.34.

1 YctaHoBKa

JlauHBIA pasfgenn coAepXkuT uWHOOpMAIUI0 IO ycTaHOBKe. IlogpoOHBIe UWHCTPYKIMU IO
OOHOBJIEHUIO TpHUBedeHBl B JOKyMeHTaluu Ha https://doc.opensuse.org/documentation/leap/

startup/html/book.opensuse.startup/part-basics.html 2.

1.1 Using atomic updates with the system role Transactional Server

The installer supports the system role Transactional Server. This system role features an update
system that applies updates atomically (as a single operation) and makes them easy to revert
should that become necessary. These features are based on the package management tools that
all other SUSE and openSUSE distributions also rely on. This means that the vast majority of
RPM packages that work with other system roles of openSUSE Leap 15.3 also work with the

system role Transactional Server.

@ MpumeuaHue: Incompatible packages

HekoTopble makeThl M3MEHAIOT coAepXuMoe /var win /srv B cBoux RPM-makpocax

%post. DTU makeTbl HeCOBMeCTHUMBL. Eciu BBl OOHapyXuTe TaKOU IMakKeT, OTIPaBbTe

cooOieHue o6 oniuodke.
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HJ'[H MMpeaoCTaBJIE€HNA 3TUX BO3MOXHOCTeH cricTeMa OOHOBJIEHUH IToJIaraeTcs Ha:

® CHumkun btrfs. TIlepexny 3amyckomM OOHOBJIEHHS CUCTEMBI CO3HAETCSA HOBBIM CHUMOK
KOpHeBOU (aiyioBoil cucteMsl. [Tocse 3Toro Bce 0OHOBJIEHUA YCTaHABJIMBAIOTCA Ha 3TOT
CHHUMOK. YTOOHI 3aBepIINTh 0OHOBJIEHNE, IIepe3allyCTUTe CUCTEMY C HOBOI'O CHHMKA.

YToObl OTKATUTD O6HOBJ'I€HI/Ie, IMPOCTO 3arpy3uTech C npeanAymero CHMMKaA.

® KopHeBas ¢aiinoBas cmctemMa TONIbKO Ana uTeHUs. Bo usbexaHue npobjeM U MOTepb
JAQHHBIX, CBA3AHHBIX C OOHOBJIEHUAMH, KOpHeBas ¢aiijioBasd cucreMa J0JDKHA OBITh
HeJOCTyNHA [JJIA 3alKCcy BO BCEX OCTAJIbHBIX CJIydasax. [10aToMy BO BpeMsA HOPMaJIbHOU
paboTHl KOPHEBOU pa3fiesl MOHTHUPYETCA TOJIbKO AJIA YTeHUA.
Ytobbl 3TOT MOAXO0[ paboTali, Hy>XHBl [Ba AOMOJIHUTEJIbHBIX U3MeHeHUs B (daiiyioBoi
cucTeme: YTOOBI TO3BOJIUThH 3alKCh IT0JIb30BATEJIbCKUX KOHPurypauui B /etc, sTor
KaTajior aBTOMaTMYeCKM HACTPOeH Ha wucnosib3oBanue OverlayFS. /var Temepb

OT/IeJIbHBIN MTOJITOM C IPABOM 3aIKCH JIJIA MPOIIECCOB.

o BaxxHo: Transactional Server needs at least 12 GB of disk space

CucremHom posiu Cepgep mpaH3akyuii TpebyeTcsa AUCK pa3MepoMm He MeHee 12 I'B aja

pa3MeleHus CHUMKOB btrfs.

[Ipu paboTe ¢ TpaH3aKLUOHHBIMU OOHOBJIEHUAMHU BCerga HCHIOJb3YUTEe KOMaHOY

transactional-update BmecTo YaST u Zypper aJis io6oro ynpasienus [10:

® O6HOBUTH cucTeMy: transactional-update up

® VcraHoBUTH nakeT: transactional-update pkg in /VMS [IAKETA

® Vnanuth makeT: transactional-update pkg rm /M5 [TAKETA

e Jlna oTKara K IMocjieJHeMy CHUMKY yOequTech, UTO CUCTEMA 3arpyXeHa Cco CJIEQYIIIero

3a HUM CHMMKa U 3anyctute: transactional-update rollback

HpI/I XKeJIaHU YKaxunuTe I/I,Z[EHTI/I('I)I/IKaTOP CHMMKA B KOHII€ KOMaH/bI, YTOOBI OTKATUTHCA

Ha OHpeI[eﬂéHHbeI CHHMOK.
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[Tpu ncnosp30BaHUM JAHHOU CUCTEMHOM POJIM COTJIACHO HacTpOIMKaM [0 YMOJTYaHHUIO cCTeMa
Oy[eT BBIIIOJIHATH eXeJHeBHOe 00HOBJIeHNe U niepe3arpy3ky Mexay 03:30 u 05:00 ytpa. O6a atu
JIeFICTBUSA HACTPOEHHI yepes systemd v mpyt HEOGXOAUMOCTH MOT'YT ObITh OTKJTIOUEHBI C IIOMOIITBIO

systemctl:

systemctl disable --now transactional-update.timer rebootmgr.service

[MogpobHee O TpaH3aKIMOHHBIX OOHOBJIEHUAX uuTaniTte B Osore openSUSE Kubic: https://
kubic.opensuse.org/blog/2018-04-04-transactionalupdates/ 2 n  https://kubic.opensuse.org/
blog/2018-04-20-transactionalupdates2/ 2.

1.2 Installing on hard disks with less than 12 GB of capacity

YcTaHOBIIMK NPEJIOKUT CXeMY PasMeTKH, TOJIBKO eCJIU JOCTYIIHBINA JUCK UMeeT pa3Mep OoJiee
12 I'B. Ecsu BBl, HanpuMep, yCTaHABJIMBAaeTe OUYeHb MaJieHbKre 00pa3bl BUPTYaJIbHBIX MAllKH,

HCIIOJIb3YHTE Pa3MeTKy ¢ MOACKAa3KaMHU JJIs HACTPOUKHU IMapaMeTPOB BPYUYHYIO.

1.3 UEFI — eaviHbIn HTepdenc EFI

[Mepen ycranoBkoii openSUSE Ha cucrteMmy, 3arpyxatomiyocs ¢ momombio UEFI (Unified
Extensible Firmware Interface), Bam HacTOATE/IbHO pPEKOMEHAYeTCS IMPOBEPUTHh HaIUUHeE
0OHOBJIEHUI MPOIINBKY, PeKOMEeH/I0BaHHbIX IPOM3BOAUTENIEM, U B CJIy4yae UX CyIleCTBOBAaHUA
yCTaHOBUTH Takue oO6HOBJIeHUA. [IpeaycranHoBiienHas Windows 8 miu 6ojiee HOBas sABJIsAETCA

BEpPHBIM IIPU3HAKOM TOI'0, YTO Bala cucrema ucrosb3dyer UEFL.

Ob6ocHoganue: Hexotopeie npomuBku UEFI comepxatr ommOku, npuBoAsle K cO600 B ciiyyae
3anucy CJIMIIKOM 00JIbIIOro o0béMa AaHHBIX B 00s1acTh xpaHeHuA UEFI. UTo xapakTepHO, HUKTO

TOYHO He 3HAeT, HACKOJIbKO «0O0JIbIIONY 060bEM MPUBOAUT K TaKOMY cOOI0.

openSUSE  MuUHMUMU3UpPyeT OSTOT PpUCK, 3aluchbiBasg MHUHUMAJbHBINI OOBEM [aHHBIX,
HeoOxoauMbix 1A 3arpy3ku OC. [log MUHMMAIBHBIM NOHMMAETCA yKa3aHuWe MPOIIUBKe
UEFI Ha pacnosoxenue 3arpy3unka openSUSE. CnerjuasibHble BO3MOXHOCTU sfpa Linux,
rcnosb3ymonue obsacte xpaHeHus UEFI nna ceemeHuil o 3arpyskax U cb6osx (pstore), mo
YMOJIYaHUIO OTKJIFOYE€HBI. Tem He Me€HeEe, pEKOMEHAYETCA YCTAaHOBUTh BC€ PEKOMEHAOBAHHLBIE

IMpon3BOAUTEIIEM OOHOBJIEHUs IIPpOIINBKHU.
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1.4 UEFI, GPT, and MS-DOS partitions

Bmecte co cnernuduxkanueii EFI/UEFI npumeHsercsa HOBbIN crnocob pasmetku: GPT (GUID
Partition Table). OH wucnosne3yer rio6aJbHO yYHUKaJIbHBIe HAeHTH(UKaTOpHl (128-OuTHBIE
3HaueHUsA B BuAe 32 miecTHaALaTepU4HBIX IUdp) AJA onpefesieHus YCTPONCTB U TUIIOB

pas3/iesioB.

Kpowme storo, cneuudukanusa UEFI paspeliaeT ucnosib3oBaHue ycTapeBlInx pasznesioB MBR
(MS-DOS). 3arpy3uuku Linux (ELILO unu GRUB2) neiTatoTcss aBToMaTruecku co3gaTts GUID quis
TaKWX pas3fesioB U COXpaHUTh U3MeHeHNs B npomuske. Takue GUID MOryT 4acTo M3MeHAThCS,
YTO IPUBOAUT K Ilepe3anucy MJAaHHBIX NPOIIMBKU. Ilepe3amnch COCTOMT M3 ABYX Pa3HBIX

JelcTBUI: yaleHus CTapoi 3an1Ccu U CO3/laHMsA HOBOH 3alliCU HA 3aMeHy CTapoM.

B coBpeMeHHBIX MPOMMBKAX €CTh COOPIIMK Mycopa, CcOOMpawIIuil yaaJéHHBEe 3alucu U
0CBOOOX AN MTaMATh, 3ape3epBHPOBAHHYI0 MO cTapble 3amucu. IIpobyieMa BO3HHKAET B
cJlydae, KOrja IJIIOYHAs IPOILIMBKAa He OCBOOOXIAeT TaKue 3alllCH; 3TO MOXET IPUBECTU K

HEBO3MOXHOCTH 3arpy3Ku CHCTEMBI.

YrtoO6sl 0001TH 3Ty IpobIeMy, CKOHBEpTUPYITe ycTapeBmuii pasaes MBR B HoBbIl GPT.

2 System upgrade

B sTOM pasfesie mepeuricieHbl 3aMeUYaHus, CBA3aHHBIE ¢ OOHOBJIEHUEM cucTeMbl. [Tonpo6HbIe

WHCTPYKIMU 110 O0OHOBJIEHUIO NprBEOAEHBI B JOKYMEHTAIINU 110 aApECy:

® https://en.opensuse.org/SDB:System_upgrade 2

® https://doc.opensuse.org/documentation/leap/startup/html/book.opensuse.startup/cha-

update-osuse.html 2

Additionally, check Pazdesn 3, «<Removed and deprecated packages and features».
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3 Removed and deprecated packages and features

3.1 Deprecated packages and features

Ycrapesuie nakeTsl O-IpeXxHeMy IOCTaBJIAITCA KaK 4acTh AUCTPUOYTHUBA, HO OyAyT yAasIeHbl
B cienytoieii Bepcr openSUSE Leap. OHUM CyIIecTBYIOT AJis OOJIErYeHUs MUTpAIUM, HO UX

HCIIOJIb30BAHHME HE PEKOMEHAYETCA N AJIA HUX MOT'YT OTCYTCTBOBATh 0OHOBJIEHU .

YToOHI MMpOBEPUTHh, UMEIOT JI IIOAAEPXKKY YCTAHOBJICHHBIE ITIAKETHI, YGe,[[I/ITer 4YTO YCTaHOBJIEH

lifecycle-data-openSUSE, a 3aTeM UCIIOJIb3YITE KOMAH/Y:

zypper lifecycle

3.2 Removed packages and features

Y panéHHsle nakeThl 60Jiee He MOCTABJIAKTCA KaK YacTh JUCTpUOYyTHBA.

® libqt4 and kdelibs4 have been removed because they were unmaintained and had

security issues. For more information, see Pasdes 5.1, «KDE 4 and Qt4 have been removed».

4 Drivers and hardware

4.1 Secure Boot: third-party drivers need to be properly signed

openSUSE Leap 15.2 and later enable a kernel module signature check for third-party drivers

(CONFIG_MODULE SIG=y). This is an important security measure to avoid untrusted code

running in the kernel.
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This may prevent third-party kernel modules from being loaded if UEFI Secure Boot is enabled.
Kernel Module Packages (KMPs) from the official openSUSE repositories are not affected,
because the modules they contain are signed with the openSUSE key. The signature check has

the following behavior:

e Kernel modules that are unsigned or signed with a key that is either known as untrusted

or cannot be verified against the system's trusted key data base will be blocked.

It is possible to generate a custom certificate, enroll it into the system's Machine Owner Key
(MOK) data base, and sign locally compiled kernel modules with this certificate's key. Modules
signed in this manner will neither be blocked nor cause warnings. See https://en.opensuse.org/
openSUSE:UEFI a.

Since this also affects NVIDIA graphics drivers, we addressed this in our official packages for
openSUSE. However, you need to manually enroll a new MOK key after installation to make
the new packages work. For instructions how to install the drivers and enroll the MOK key, see
https://en.opensuse.org/SDB:NVIDIA_drivers#Secureboot 7.

5 Pabounin cton

This section lists desktop issues and changes in openSUSE Leap 15.3.

5.1 KDE 4 and Qt4 have been removed

KDE 4 packages are no longer part of openSUSE Leap 15.3. Update your system to Plasma 5 and
Qt 5. Some Qt 4 packages may still remain for compatibility reasons. For more information, see

https://bugzilla.opensuse.org/show_bug.cgi?id=1179613 A.

6 More information and feedback

® Yurats daiisiel README Ha yCTaHOBOYHOM HOCHUTEJIE.

¢ [TpocMoTpeTh MOAPOOHBIN XKypHAJI MU3MeHeHU KOHKPeTHOro nakera u3 ero RPM:
rpm --changelog -qp MMA _GAWJA. rpm

3amenute VMA_OAWIA Ha nMs naketa RPM.
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® XPpOHOJIOTUYECKUU KYyPHaJ BceX N3MeHeHNU B 0OHOBJIEHHBIX akeTax MpUBeEH B (aiisie

ChangelLog Ha BepxHeM ypOBHe AHCKa.
® BoJbllle cBeeHUI Bhl HAlJETe B KaTajore docu Ha JMCKe.
¢ JlonojHUTesIbHAsA ¥ OOHOBJIEHHAs JOKyYMeHTauuA 1o ajpecy https://doc.opensuse.org/ .

® Tlocnenuue HoBocTU OT openSUSE mo azpecy https://www.opensuse.org .

ABtopckue npasa © SUSE LLC
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